Suricatal|dt ML
°JI 2174 El-xl *léEI:-II

™1 B

===01 L'III...







v v v v
—_— —_— = o —_—
PM =844l Zlsdd X484 =X |ed
HIOIH =&-8XH2 (&) AIAE! HHAE (A) 8] JHENA) AlZek-ZLlF 2AM(&)
mys! JHtE'*(—'?'—) AlZtor- &l A4(5) HIOIH —+—’él M2 (B) A AE HH_T.E(—'?'—)

LIOIEH =4 LIOIEH =4 HIOIEH =4 LIOIEH =




=Kl 32 X FX 88 0=

raososs SEAED, J~1H1611?A‘—’f2tlll E7h... 490 2Ol 85%
i ais X|uhel shet| Mujoiza ENoi7t 7168 £l 202 FATCLEA HaAtn A3 244 9882,

& S| OfH] 61% i‘i:

SiCt ol 2AX} 2 AS K] o

Olalﬂlﬂl“xitilﬂ Ezfjm! = 50| 429% XX - -65%7  24H4F”

=L AFO|E 300{ =X olfZ msh =4Ql... 1128 O] 7HRIHE R&=

LOFA|L AlREIE|, CTI E84F ‘OF7IA) Soll L2 ol Z B& Z£3. 1S5

LTAE TS S U T3 LA

SAX}, = 95 10001 7H AfO|E BF AZ...0] 76| Z|= 3071 0]'=2] Ato]
E =Xl =120l ‘8=

ch=0f 7|8F FAO|E S22} HOF F O HE SRl ooy o= 2380 A=
St SAXIE F8




19 2%

1HEAFE R0 @ Jan 1, 2025 S 00:00:00.000 to Jan 31, 2025 @ 13-30:00.000
28 @2 #V S0 @ Feb 1, 2025 @ 0000:00.000 to Feb 28, 2025 @ 23:30°00.000 ]

& sql_irgaction
® defaul_page
@& system, Ma_access
& bad_user_sgent
& app_ weaak
L] dl".':l.l:d".'_l'-ﬂh'!"“l
& Command_ingeciion
» KL
& WE_Weak
& header weak

dir_Esting

alcious e

Cionant of records
Count of records

Idap_ingaction
esrf
makcious_file_access

alware_diss

3g

L s L]

# system_fie_scoess
& oelaull_pape

® app_weak

® L0 uher pent

& deweciony_iraversal

¥ COFTREN e TR

o - DLIHEO| &S =4 B0 2l 1dHE

& dr_listing

W T el _weae

Coiant of records

ooy - Hzol Lidel &9 A0IH =48 St

mshoious_lise_scoess

Miblwa’e_ Dkd

dateterse per 12 howrs




K0
loil’
T 3 h
NI — 1o
. m 5 = &1_
H = I+ = Of
T H_,._..
U] ol T Y w
_|._A| = ﬂE = _.___ﬁl
ol = — 10
M- ok + S=
Tl +n <« R
4 2 op g R
Nl o M0 3=
=
W g S T
REoml S5 Do
0O » FlX
Ok A
— o
= ol
KO £ o
<J — IF <K
— <L _ ol =K
= = = o KO
_A_u D) wl = [l ZoIt
— % ol O W g
oK > N @ W A
— N i o4 <k Wird
o °
o ki
K N
=<
Ok



ML A=

NIAR A

e BE B

DB, AlZE} A=
¥
-
E < =
kibana slasticseart q

i ©

,_XGB?.OSt [EIMBEOA 54 B
JLL :
ofALE Do) [Suncata (EI‘I‘)] —> =1 *cl;é-)l
l
ZO+E, HHYE AS [Beats (_)IK_II:I)]
!
Inggatah [Logstash (X 2])]
A !
[Elasticsearch (KH%)]
|

— > !

SURICATA var/log/suricata/eve.json

Beats [Elasticsearch0]| 0| = Z1} 7|2



o2 E ZIH

L O &
348 5§94

Automatically_Searching_Infor

s dE 8 A%

Cross_Site_Scripting

A2 A AOIE ATEYE (XSS)

35 mjy

payload_length

entropy_level

Payload &l £0|

HOIRH S8k

Directory_Indexing

digit_ratio

=t Hl=

HOST _Scan

Leakage_Through_NW

url_encoding_ratio

symbol_density

URL 213& HI=

N (1=

JIm

Path_Disclosure

SQL_Injection

System_Cmd_Execution

A| AEI Oi21 AlG
— 0O O O

08t

Vulnerability_Scan

S OHE A ELX

repetition_ratio Ht= 21HHIZ
uri_depth URL &= Z0|
numeric_token_ratio =t E2 HIS
token_count 8l E3 i




eval, fromCharCode &
ATEIE LIE5} 8HA JHA

script_obfuscation_count

port_like_token_count Eéggigﬁ'}ﬁzﬁ” N
- T event_handler_count onclick, onload S
- - DOM OHIE SHEM i
*9H ol
scan_keyword_count nmap, sgimap, 9”&0 1=
v html_tag_depth <Ei3> && 40|
word_diversity_feature (KL B O EHF) path_depth URL &= &
OrX18F A= QAQO| ST
url_encoding_ratio URL CIFE! HIZ basename_entropy g =pITIPE)

SELECT, UNION, SLEEP 'S SQL fopen, include(), Fatal error S G4 O
F Q= JHA error_pattern_match

AXI Eet 08

sql_keyword_count

IHEHIH key S&E
param_key_entropy

(ex: 7id=...) Ip-like_pattern (ex- 192 168.x.x)
uri_depth URL &= 20| error_code_count Axx, 5xx S 0l 85 TE A
param_value_entropy IHHOIE] value SE &

is_backup_file bak, .old, ~ = B TIH 01




common_features

attack _specific_features

-
[
=

s_Site_ Scripting

-

Cr

ret am

'-'r'-"-'—

"SQL_Injection™: [
"Vulnerability t:aﬂ”
e_Through_

ry_Indexin

aka

-
=
CT

1irec
=

0
"Automatically Se *cki"

ng_

0S
"Path_Disclosure": ["|
h '|':"..."-T_:'_'::: an":

Infor"

_density

~“HlIAT

_'-.--.- L

Lﬁ**wamw

= b Y

17
| L 3

kS

"param_

I---- -'a—ll
e il I- ¥

entropy”,

el el fd=0a o= = L
= -'--'I I"-.'=I I_I-- I:'I h-‘l'lt

"payload_len

word_count”],

el alal=
I‘-'I:ju

r o
woro
L

count”™,

depth”,

"repetition_

"is_backup_file",
_div

_P—-Tu

= b b Y

= "..._.'- E G I

<ey_entropy”,

e
Lo

error

]
]
o "
gth,

1]

_handler_

_patter

4 E \

ratio"

1n

n_

||.-.u.,-
B

|r|

count”™,



|H
H
|2
Im
[
05t

ool E

—t 2 TT
=4 24 learning_rate gnj\?vé?grl: gamma subsample colsample

t _bytree
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SQL_Injection 0.0745425576 2 0.64396210 0.95692935 0.81835750
System_Cmd_Execution 0.2552005438 1 0.43409407 0.86284998 0.50717594
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‘verbosity': @,

1 metric': g
use_label encoder':

‘tree_method': 'hist’,
‘max_depth': trial.suggest_int( 'max_depth', 3, 1@

rning _rate': trial.suggest float('learning rate', ©.01, 6.3),
'min_child_weight': trial.suggest_int('min_child_weight', 1, 10),

gamma': trial.suggest float('gamma', ©.6, 1.9),
subsample': trial.suggest_float('subsample', ©.5, 1.0

colsample_bytree': trial.suggest_float('colsample_bytree', 0.5,
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Infor 100% 100% 100% 100%
Cross_Site_Scripting 99.8% 99.95% 99.64% 99.80%
Directory_Indexing 98.81% 98.81% 98.81% 98.81%
HOST_Scan 99.66% 100% 99.32% | 99.66%
Leakage_Through_NW 99.10% 98.21% 100% 99.10%
Path_Disclosure 99.84% 99.9% 99.79% | 99.84%
SQL_Injection 99.93% 100% 99.85% | 99.93%
System_Cmd_Execution 99.92% 100% 99.85% 99.92%
Vulnerability_Scan 99.95% 100% 99.89% 99.95%
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@ Binary F1 Score (Attack class):
8 Accuracy: 0.9130

'Ilﬂacro F1 Score: 0.84/4

B Weighted F1 Score: 0.9047

B Classification Report:
precision recall fl-score support
0.982766 0.602961 0.747379 3783.000000
0.902480 ©0.997131 0.947447 13940.000000
9.912994 0.912994 0.912994 0.912994
0.942623 .800046 0.847413 17723.000000
weighted avg ©0.919617 .912994 ©0.904742 17723.000000

W Confusion Matrix:

Pred Normal Pred Attack
True Normal 2281 1502
True_Attack 40 13900

ROC AUC: ©.9372
@ PR AUC: 0.9744
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B Weighted F1 Score: ©.9728

B Classification Report:

precision recall f1-score support

B 8.978385 97778 O78842 18606 .88008

1 8.977716 978408 978858 18606 .88088

accuracy &.9730850 .97885 .978a5a 8.97385

macro avg &.9728508 .97885 978658 20806 .80008 lej;”il

weighted avg ©.972058 .97885 978858 20608 .80008
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{ "@timestamp™: "2025-06-20707:58:48.2207Z", "alert™: { "action™: "allowed"”, "category":
"Web Application Attack™, "gid™: 1, "rev": 8, "severity": 1, "signature™: "SQL
Injection Attempt - WAF Bypass (Space2Comment)”, "signature_id": 1000005 }, "flow_id":
"1998437976928232", "http": { "hostname": "192.168.1.103", "http_content_type":
"text/html”, "http_method”: "GET", "http_refer”: "http://192.168.1.1083/info.php",
"http_user_agent”: "Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.0.13)
Gecko/2009073022 Firefox/3.0.13 (.NET CLR 3.5.38729)", "length™: 2679, "protocol":
"HTTP/1.1", “"status™: 208, "url”: "/info.php?
1d=-9468%29%29%200R%204801%3D0%28SELECT%20%28CASEX20WHEN%20%284801%3D4801%29%20THEN®2043
01%20ELSEX20%28SELECT%203551%20UNION%20SELECTX208641%29%20END%29%29- -%20-" } }
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